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FOB? Deputy Director for Support 


SUBJECT 


CIA Ht&Lsm Fallback Position on Control of 
*®*8C3f Cornual cations 


fean/io “ ** TOT *"* * «co« n a.tion will to 

porttico a 

c «u prepared. It contains * «,.*** *ITi TT ccoardlnsl ^> *tt*elo»nt 
f^mtlos since it was designed^ JrSt 

relating to the need for a fallback pos ition Tn ff, ** ^ bbc factors 
Urtty vlth «K problM, X tS Sr^lSjl !5 yo f. *“ ,u - 

t^K—t C my bfall J 4u“u^i 4 t S‘^ ; fOUOTlB « ' rtr “ t rr °" At ‘ 

_ . I discussed this entire problem vith Mr. j’ahn q < 

tepaty omeml Couawl, i„ order to r^fflra^!,^^ £T r ’ 
^exy basis tor the Agency 'a position concerning privacy and con 

tool of It, hOMmlctlons eyetom. Be revl^T^^TS 
}£J£ £ £*?. ' C £* S * C “'» «*(4)(3) Of the fcttSJ 

Sl^M fotw? 3 * cUan s of p - L - 1W - *• 

•e e.”i' ®* etl< « iiaWKj) provide, ’. . . ihat the Blreetoi* 

ctf Cmtrol latelllgeoce ttdl to re^ooelble for 
intelU^nce sources and mthodu from iMMUwrtwTSSS^- 

IrafA \f 5 e * L 113 sorely implements Section 

l^(d)(3) «d does not enlarge the Director's responsiMlitj . 

_ ^»P««IUlity placed on the Director is a 

SSTSaSibL^te CW1> *E! qUlr ^ S the Director ta take all 

th ® ** curi ^ of sources and methods. 
JJJJJKJJ®/ if a 4 part of our comunications system were 

fulfilled his responsibilities 
security if there were a leak out of that part of the 
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#yste». The responsibility for am unauthorised disclosure 
of sources and methods Is sot lifted off the director's 
shoulders wsrely by his saying that CIA. had agreed with 
another agency that it would control a segment of the- coss- 
stifti cations system and that that agency haul agreed to 
maintain a proper degree of security. The only true con- 
trol Is coassend control, and responsibility, as placed by 
statute, cannot be shifted, or delegated. It was also pointed 
out that there have been recent court decisions, both in the 
Federal District Court and in the Circuit Court of Appeals, 
recognising that the statutory responsibility of the Director 
is a positive one requiring him to take affirmative action to 
t ap l amen t it* 

"e. Furtheraor®, by statute the Director Is the 
principal intelligence adviser to the President. In order 
to fulfill this role he mutt not only collect intelligence 
but he must have a rapid, reliable and secure coununications 
system over which i© transport it. Again, in the event ©f 
ett intelligence failure due to faulty communications, the 
Director is not relieved of his responsibility because the 
breakdown occurred in a part of the cosssuaications system 
over which ha did not have coassmnd control. 

*4. It was also pointed out- that the CIA Suhcomcittcoo 
in the Souse end the Senate have been briefed over the years 
on the Agency’s ecawmicaiioas system and its accosplishiaents , 
both m a routine basis and is crisis situations. Ifc addition, 
these SgfccoHBEtitees arc well aware of some of the difficulties 
which have occurred is the Department of Defense coneuai cations 
systems* Is view of this, it would appear that, to whatever 
extent these Subeorarlttees Bight becojee Involved In an effort 
to wrest eoatrol of ceeroni cations from the Agency, they would 
afflrssatively airport the Agency and would oppose vigorously 
my action vhich could threaten Agency control of its eos- 
saaicatitms system, thus lessening its security and effect! ve- 
aass. 

"a. Da mmmry, there is a sound legal basis for the 
Agaecy position. In Ibct, yielding cosarand control of all 
car a jmrt of cojasunicatioos could veil be construed m a 
failure by the SCI to fulfill eescpletely his statutory re- 
spansibi It ties . " 

3* While the above quotation deals with the broad question, I mi 
convinced that ve Mist set forth, in addition, certain ccswaunicatloae 
*®d other principle© that cannot be relaxed or comprcffidsed if ve are to 
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the Director fulfill his statutory responsibilities. Therefore , 
consultation with Legal as well as Legislative Counsel (see At- 
tachaeat B) # ve hav® outlined those alnism requirejarnte as stated in 
Attachiaent A. I reeoisB»os2, that they be adopted as an Agency position 
not to be volunteered but to be used as necessary to prevent loss of 
control, or degradation of effectiveness of the Agency’s communications. 


25X1 


Director of CoEscusi cations 

Atts: 

A. Proposed Agency Policy Position on Control 

©f Agency Comunicaiioas 

B. Legislative ‘/levs on control of Cornual ration* 

€. RCS Sepreseatativ* M^mrasdm. to B/CO on Smsa B abject 


He coaraendat i on contained in paragraph 3 is approved. 


SSiLS a. 1. Bannena2n 

Seputy ItiSSStSvlfar oi^poH™ 


4 NOV ^68 


Date. 


Distribution: 

Orig. & 2 - Addressee w/att. 

Mr. J. Maury /Legislative Counsel w/att. 

1 - Mr. J. Warner (D/General Counsel) w/att. 
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1. The Director of Central Intelligence , as the principal intel- 
ligence adviser to the President, must be in command of a world- wide 
communications system which is keyed to meet the requirements of national 
intelligence collection. 

2. In addition, this system must be designed for maximum security 
protection so as to enable the DCI to discharge his statutory responsibilities 
for the protection of intelligence sources and methods from unauthorized 
disclosure as required by Section 102(d)(3) of the National Security Act 

of 19^7 as amended and the Central Intelligence Act of 19 J +9 as amended 
(Public Law 81-110). In the accomplishment of the foregoing the following 
are required: 

a. The DCI must be in complete control of his communications 
system at all times. 

b. CIA traffic flowing between its covert activities and 
Headquarters and among the covert activities must be enciphered 
regardless of classification. 

c. CIA must have end-to-end encryption or its equivalent 
to protect intra- Agency clear text from unauthorized disclosure 
during transmission. 

d. CIA authorities must control, and CIA cleared and 
trained personnel must operate all communications facilities 
where intra-Agency traffic appears in plain text form. 
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e. CIA cannot accept external communications require- 
ments or participate in communications activities which will 
degrade the communications capability currently available to 
the Agency or impair the security of the communications system. 

f. The DCI must maintain his authority to allocate and 
reallocate the Agency's resources, including communications in 
accordance with Agency priorities. 
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